EthrLink - Software Update Utility for CM-iGLX

Introduction

EthrLink enables fast binary transfers between a host computer and a target Computer-on-Module, through an Ethernet link. The network communication is based on the TFTP protocol. 

EthrLink can write or read back contents of the NAND flash for the purpose of o/s package’s installation/duplication, as well as write/read BIOS and Configuration Block. The sequence of the above procedures can be automatically performed in one step in Field Upgrade mode. 

Host system: any computer with an Ethernet port and a TFTP server supporting large files (>32MB).

Target System: CM-iGLX

Installation

The EthrLink utility is an integrated part of BIOS and resides in the boot flash device.

The Host side requires installation of TFTP server supporting TFTP options and large files (>32MB).

Recommended TFTP servers:

· “tftpd32 by Ph.Jounin” TFTP server for a Windows based host (http://tftpd32.jounin.net/).

· tftpd package for your distribution on a Linux based host

(for example: install tftp-server-0.34-1mdk on Mandrake).

Please note that TFTPD file names are case-sensitive; therefore, the file name typed in EtherLink must be in the same case as the file name of the BIOS image.

Activation

There are two ways of EthrLink activation:

· Interactive activation through BIOS Setup >> Start EthrLink menu. Used for s/w installation and duplication.

· Activation by connection of GPIO26/PME to GND. Used for automated upgrades in the field. In this mode EthrLink runs previously configured automated sequence (like download NAND image, download bios and download configblock).

Usage

The EthrLink menus are self-explanatory.  The full menu tree of EthrLink is presented below. The value in brackets specifies the meaning of the parameter which should be provided and its default value.

1. Configure

1.1. Use DHCP to obtain ip address for the device (Yes)

1.2. Set static ip address for the device (0.0.0.0)

1.3. Set subnet mask for the device (0.0.0.0)

1.4. Set ip address of the tftp server (server-ip-address)

1.5. Set NAND image file name (NAND-image-filename)

1.6. Set bios image file name (bios-image-filename)

1.7. Set configblock file name (configblock-image-filename)

1.8. Set NAND image start sector (00000000h)

1.9. Set NAND image end sector (ffffffffh)

2. Setup automated downloads (none)[currently isn’t implemented]

2.1. Enable NAND image download (Disabled)

2.2. Enable bios image download (Disabled)

2.3. Enable configblock download (Disabled)

3. Download NAND image (from tftp://server-ip-address/NAND-image-filename - full image)

4. Upload NAND image (to tftp://server-ip-address/NAND-image-filename - full image)

5. Download bios image (from tftp://server-ip-address/bios-image-filename)

6. Download configblock (from tftp://server-ip-address/bios-image-filename)

7. Upload configblock (to tftp://server-ip-address/configblock-image-filename)

8. Run automated downloads

9. Save configurations

10. Quit EthrLink and reboot

The operation of the EthrLink includes the following steps:

1. Setup network and remote host (Configure menu)

· The user is asked to use DHCP (automatic) settings or to specify network parameters manually. The relevant parameters are: target system IP address and subnet mask

NOTE: The utility is not intended to work with different subnets or to make any sort of name resolution; therefore, parameters such as default gateway and DNS server IP are not relevant. 

· The user is asked for the TFTP server’s IP address and for an image filename for each supported image type (Menus 1.4 - 1.7).

· The partial NAND Flash image can be specified with the start and the end sector parameters.

For the download command, the remote file image will be updated on the NAND Flash starting from the start sector until the end sector or the end of the remote file. 

For the upload command, the remote file image will be updated with NAND Flash data read from the start sector until the end sector or until the NAND Flash’s last sector (if the end sector is not specified - 0xffffffff)  (Menus 1.8 - 1.9).  

2. Accepting commands:

· Download NAND image - The contents of the remote image file from the TFTP server are written into the NAND Flash.

· Upload NAND image - The contents of the NAND Flash are read back into the remote image file on the TFTP server.

· Download bios image (with confirmation) – The BIOS is updated with the contents of the remote bios image file from the TFTP server. The remote bios image is downloaded twice and only if the images are identical does the actual update take place. Moreover, an additional check for image size and contents is performed in order to ensure that the bios image is valid for the module (expected image size is 512 KB).

· Download configblock - The configblock is updated with the contents of the remote configblock image file on the TFTP server. The configblock contains BIOS factory defaults and EthrLink settings. The update is performed in two phases like in the BIOS’ case (expected image size is 64 KB).

· Upload configblock - The contents of configblock are read back into the remote configblock image file on the TFTP server.

3. Setup/Run automatic downloads:

· For the field update purpose there is a mechanism to configure sequence of commands that can be triggered by “Run automated downloads” menu selection or by connecting GPIO26/PME to GND. 

· There are 3 types of automated actions that can be selected in “Setup automated downloads”: download NAND image, download bios image and download configblock. The EthrLink configurations should be done and saved before it enters the automatic mode. 

· GPIO26/PME is used to initiate execution of automatic downloads. GPIO26/PME has an effect only if:

· It is connected to GND, and

· Automated downloads are enabled, and

· Processor runs powerup sequence. GPIO26/PME is checked only in the first seconds after powerup. GPIO26/PME is not checked when processor is in BIOS menu or in DOS or in Linux / Windows operating system. 

For proper implementation of field update mechanism the designer is recommended to connect GPIO26/PME to small pushbutton. Pressing this pushbutton on powerup will initiate automated update procedure.

4. Loading/Saving EthrLink configuration:

· The EthrLink performs an automatic load of configurations on activation. In the case that the configurations are not found or are corrupted, the following default configurations are used:

Use DHCP for automatic IP address acquires. 

Remote TFTP server IP address – 00.00.00.00

Remote NAND image filename – disk.dat

Remote bios filename – bios.raw    

Remote configblock filename – config.raw 

NAND partial image start sector – 00h 

NAND partial image end sector – ffffffffh 

All automated actions are disabled.

· The EthrLink configurations can be saved into BIOS configblock for later use.

Problems

Uploading the NAND Flash image (>32 Mb) to a remote TFTP server that doesn’t support large files (>32 MB) and options negotiation will yield unpredictable behavior.







